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IlonuTnka uHGpOPMAUMOHHOM 0€30MACHOCTH

Hacrosmas Ilomutuka wuHOpManumonHoit Gesomacoctu (nanee — [Tonnruka)

o0miecTBa € OrpaHMYeHHON oTBeTcTBeHHOCTBIO KDY No7» (mamee — O6IecTBO)

paspaGOTaHa B COOTBETCTBHHM C UEIIMHU, 3aJadyaMud MU NIpUHIUIIaMU obecrnievenus

0e30macHOCTH INIEPCOHAIBHBIX JAHHBIX U SABJISICTCA O(l)I/II_II/IaJ'ILHLIM JOKYMCHTOM.

ITonuTtuka paspaboTaHa B COOTBETCTBUY C TpeOOBAHUSIMU:

>

>

>

>

®enepanbroro 3akona Poccuiickoit ®enepanuu ot 27 mrons 2006 r. Ne 149-d3
«O6 nHbopmManuy, HHHOPMAIMOHHBIX TEXHOIOTUIX 1 O 3aLIATe KHMOPMALIHIIY,
®enepanbHoro 3akoHa Poccuiickoit ®enepanyu ot 27 mong 2006 r. Ne 152-D3
«O IepCOHANBHBIX TaHHBIX);

nocraHoBneHus IIpasurenscra Poccuiickoit ®eneparmu ot 15 centsdps 2008 r.
Ne 687 «O6 yreepxnenuu ITomoxeHus 06 0COGEHHOCTAX — 06PabOTKH
IIEPCOHANBHBIX  NaHHBIX, OCYLIECTBIsAEMON €3 HCIOIB30BaHUS CPEICTB
ABTOMAaTU3ALINHY;

nocraHosneHus IIpasurenscrsa Poccuiickoit Penepanun ot 1 Hos6ps 2012 .
Ne 1119 «O6 yTeepskaeHun TpeOOBaHUI K 3aIMUTE [IEPCOHATBHBIX JAHHBIX TIPH KX
00paboTKe B MHPOPMALFIOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX);

npukaza O®CTIK Poccum or 18 despans 2013 r. Ne2l «O6 yTBep)KIeHUU
COCTaBa U COICPIKAHUs OPraHU3aLMOHHBIX U TEXHUYECKUX Mep M0 00ECIIEUYEHHUIO
0e30MacHOCTH MEPCOHATBHBIX JAaHHEIX HPU MX 00paGoTKe B MH(OPMAIHOHHEIX
CUCTEMaX NEPCOHATBHBIX TaHHBIX;

nprkasa ®Cb Poccun or 10 mroms 2014 r. Ne 378 «OG yTBep:KIEeHMH COCTaBa
U COINCpP)KAaHWUS OpraHM3alMOHHLIX M TEXHHYECKUX Mep II0 00eCIeYeHHIo
0e30macHOCTH MEPCOHANBHBIX JaHHEIX HPU MX 0OpaGoTKe B MH(OPMALMOHHEIX
cucTemMax IIEPCOHATBHBIX JAHHBIX c UCTIOJIB30BAaHUEM CpeIcTB
KpUNTOrpa@UyYecKod 3aImuTsl MHGOPMAIMH, HEOOXOMUMBIX IS BBITOTHEHHS
yCTaHOBNEHHBIX [IpaBurenscTBoM Poccniickoit denepanuu TpeGoBaHMi K 3aIIUTe
NIEPCOHANBHBIX JaHHAIX U1 KaXI0I0 U3 YPOBHEH 3alMIIIEHHOCTUY;

I'paxnanckoro xoxekca Poccuitckoit ®enepanum.



B Ilomutuke ompeneneHsl TpeOoBaHus K paboTHMKaM OOIIecTBa, MOMYIIECHHBIM
I paboThl B MHGOPMAIIMOHHBEIX CHCTeMaX MepCOHATbHBIX MaHHEIX (manee — VICIIIx),
CTENICHh OTBETCTBEHHOCTM TaKuX pPAaOOTHUKOB, CTPYKTypa M HEOOXOIMMBIH YpOBEHb
samuuiensoctd MCII[H O6mectBa, cTaTyc M 00S3aHHOCTH pabOOTHHKOB, OTBETCTBEHHBIX
3a oOecrmeyeHne O0€30MAaCHOCTH MEPCOHATBHBIX HMaHHBEIX (manee —I1[um) B HCIIOH
O61uectna.

1. OBIIIME ITOJIOKEHU A

Ilensro HacTosmei [TomuTuxy ABIIeTCS:

a) obecrieueHne 6e30macHOCTH 0OBEKTOB 3amuThl OOIIecTBa OT BCEX BUIOB yrpo3
(BHEIIHNX, BHYTPEHHUX; YMBIIUICHHBIX, HEIIPETHAMEPEHHEIX);

0) MUHUMM3aLUsg ymepb6a OT BO3MOXHON pealusaldyi  yrpo3 06e30MmacHOCTH
IIEPCOHANIBHBIX NaHHEBIX (nanee — YBIIJIH).

besomacnocts II/lH, oOpabaTeiBaeMbix B OOIECTBE, JOCTUIaeTCI IIyTEM
UCKJIIOYEHMs] HECAHKIIMOHMPOBAaHHOTO, B TOM 4YHCIe chaydaitHoro npoctyma k IIJIH,
pe3yJNbTaTOM KOTOpPOTO MOXET CTaTh YHUYTOXKCHHE, W3MEHEHHe, OJIOKHpOBaHUE,
KOonMpoBaHue, pacnpocrpanenue I1JIH, a Taxke HHBIX HECAHKITMOHUPOBAHHEIX NEHCTBUIMA.

Wudopmanuss u CBsA3aHHBIE C HEH pPECYpChl IODKHBI OBITH  JOCTYIIHBI
I aBTOPM30BaHHBEIX Iojb30Bareneit  OOmecTBa (paGOTHUKOB, MOMYLICHHBIX UIA
BBITNIOJIHEHUST CBOMX JOJDKHOCTHBIX ~ OOsI3aHHOCTEH B HMH(DOPMAIIMOHHBIX CHCTEMax
NIEPCOHATBHBIX JAHHBIX).

Wuadopmanus, pasmemaemas Ha opulmansHoM caiite OOmecTBa B HHPOPMAIIMOHHO-
TEIEKOMMYHUKaMOHHOW cetu «MHTepHeT» 0e3 cornacus CcyObeKTa IepCOHATBHBIX
JAHHBIX, HE IPEBBIMIAET IEPeUHs [IEPCOHAIBHBIX NAaHHBIX, Pa3pelIeHHOTO U1 OTKPHITOrO
OITyOJIMKOBaHUS, YCTAaHOBJIECHHOTO HOPMATHUBHBIMH IPAaBOBBIMH aKTaMU PocCCHICKOM
Qenepauny. PasMmelneHue NOMONHUTENbHON HMH(OpMauu O CyOBEKTaX MEepPCOHATBHBIX
JAHHBIX, BBIXONAUICH 3a paMKu IepedHs HHQOpPMAlUM, Pa3pelIeHHON U1 OTKPBITOrO
OIyOJIMKOBAHUS, IPOM3BOOUTCS TOJBKO TIPU IHUCBMEHHOM COIJIaCHM  CyOBeKTa
IEPCOHANBHBIX  JaHHBIX. PacnpocTpaHeHwe  NEepCOHAIBHBIX  JaHHBIX  CyOBeKTa
NEPCOHANBHBIX [aHHBIX HEOTPAaHWYEHHOMY KpYTIy JIMI OCYUIECTBISIETCS C COIVIACHS
CyObeKTa IEpPCOHANBHBIX JAaHHBIX Ha 00pabOTKYy MEpCOHATBHBIX TaHHBIX, Pa3peIIeHHBIX
CyOBEKTOM IIEPCOHAIBHBIX JAHHBIX IS PACIIPOCTPAHEHUS.

B OGiuectBe 0oCYyLIECTBIAETCS CBOEBpPEMEHHOE OOHApy)XE€HHE U pearupoBaHUE
Ha YDBII/I[H u npemoTBpallleHWE NPEAHAMEPEHHBIX WIM CIyYaWHBIX, YaCTUYHBIX WIA
IIOJIHBIX HECAHKLIMOHUPOBAHHBIX MOAU(DUKAIINIA UM YHIYTOXKESHUS JAHHBIX.

CoctaB 00bekTOB 3ammrel, mepedeHs I[IJ[H, oOpabareiBaeMeix B MCIIOH
U NOJIEXKAIIUX 3alUTe, YTBEPKIAETCS IPUKAa30M FreHepallbHOro aupexropa O61mecTsa.

Hacrosmas [Tonutuka yTBepxaeHa reHepalbHbIM qupekTopoM OO1mecTsa.



TpeboBanusa Hacrosmed IloTUTUKK pacIpOCTpaHAIOTCA HAa BCEX pPaOOTHUKOB

OO1uecTBa, a TakXKe UHBIX JIUI, B3aUMOAEUCTBYOMmuX ¢ OOIIECTBOM.

2. CHCTEMA 3AIIMTHI TIEPCOHAJIBHBIX JTAHHBIX
Cucrema 3amuTHl NEpPCOHATBHBIX NaHHBIX (mamee — C3IIJH) OOmecTBa cTpoUTCS
Ha OCHOBaHUU:
> TIepeyHs NePCOHANbHBIX JaHHBIX, OJISKAIINX 3aAlHUTE;
> aKToB 00CIEIOBAaHUS IO pe3yjsTaTaM 00cCienoBaHusS MH(GOPMAIIMOHHBIX CHCTEM
IIEpPCOHAIBHBIX JaHHBIX;

> 4YaCcTHBIX  Mojeneil  yrpo3  Ge30IaCHOCTM  IEPCOHANBHBIX  JAHHBIX
Ipu UX 00paboTKe B MHPOPMAIIMOHHEIX CUCTEMaX NepCOHATBHBIX JAHHBIX;

> aKTOB  ONpENEeNCHUS  YPOBHS  3AINUIICHHOCTH  IEPCOHATBHBIX  JaHHBIX
IpU UX 00paboTKE B MHPOPMAIIMOHHBIX CUCTEMaX IIEPCOHATBHBIX JaHHBIX;

> JIOKaJBHBIX aKTOB (IPHKa30B, pacopsukeHuit) mo OOLIecTBy;

> OpraHU3aLMOHHO-PACIIOPSIUTENBHOM TOKYMEHTAUM, OTHOCSIICHCS K CHCTeMe

3aL0UTH UHQOPMAIMK U IEpCOHATIBHBIX NaHHBIX OO0IecTBa;
> PYKOBOIIIIMX ¥ HOPMATHUBHBIX JTOKYMEHTOB MUHUCTEPCTBA CBS3U M MaCCOBBIX
KoMMyHuKauii Poccutickoit ®eneparnum (MunkoMeBs3u Poccun);

> PYKOBOJALIMX ¥ HOPMAaTUBHEIX JTOKYMEHTOB YmpapieHus DenepaibHOM CIyKOBI
II0 Ham3opy B cdepe CBA3M, HHGOPMAIMOHHBIX TEXHOJIOTMH M MacCOBBIX
KoMMyHuKaui (Ynpasienue Pockomuanzopa Poccuiickoit denepanun);

> pykooasumx nokymentoB ®CTOK u ®CB Poccuu.

Ha ocHOBaHMM 3TUX [JOKYMEHTOB OIpedensdeTcd HEOOXOOUMBIH  ypOBEHb
samuuernsocty [ 1a xaxnoi MCIIIa O6mecTsa.

Ha ocHOBaHMHM aHanM3a akTyaJbHBIX yrpo3 OeszomacHoctu IIJ[H, ommcaHHBIX
B YAaCTHEIX MOJENAX Yyrpo3 0€30I1acHOCTH IEePCOHATIBHBIX JaHHBIX, TEXHUUECKUX 3aJaHMIX
Ha paspaborky C3IIJIH, nemaercs 3aKiOYeHHE O HEOOXOAMMOCTH HCIIOIB30BAHUS
TEXHUYECKUX CPEICTB U IIPOBENEHUS OPraHU3aLMOHHBIX MEpPONPHUATUN A oOecredeHus
6esonacHoctu [11n O6mmecTsa.

M36paHHble HEOOXONUMBIE MEPOIPUSTHS OTpaxkaroTcs B «llmaHe MeponpusaTHii
110 00€CIIEYeHNIO HE30IMaCHOCTY IEPCOHANBHBIX TAHHBIX).

IInan MeponpusaTuii 10 obeclnedeHr0 6e30IaCHOCTH MEePCOHANBHBIX JaHHBIX
YTBEPKIAETCS MIPUKA30M I'eHepaIbHOro aupekropa ObecTsa.

B OOmecte, nmma MCII[JH, KOTOpBIE OTHOCATCA K TOCYIapCTBEHHBIM
MHQOPMALIMOHHEIM CHCTEMaM, IIPOBOIATCS Mepompustus mo arrectanuu VICITITH
TpeOOBaHUAM 0€30IaCHOCTH HHPOPMALIUH.

Ilpy nposemenum paboT B akTax OOCIENOBAaHUSA COCTAaBIIETCS II€PEYCHb
UCIONB3YEMBIX TEXHUYECKUX CPEACTB, IPOTPAaMMHOIO OOECIEUeHMS, YYaCTBYIOIIETO

B 00pab6otke [/ Ha Bcex anementax MICIT/IH, BKIrOUaromux B ceos:



a) IepeYeHb OCHOBHBIX TEXHUUECKUX cpencTB u cucteM (manee — OTCC);

0) nepedeHs NporpaMMHOro odecrneueHus, ucnoiaszyemoro B UCIT/IH;

B) IlepedeHpb paboTHUKOB OOIIecTBa, JOMYIIEHHBIX I pabOTH B COOTBETCTBYIOMIEH
NCIIOn.

B 3aBucumoctu ot ypoBHA 3amuuieHHocTH VCII/IH u akryansabix yrpo3 C3II/H
MOJKET  BKJIIOYATh  CIEOYIOIIME TEXHUYECKHEe CpeACTBa  3alUThl  HHpOpMauuu
(manee — TC3N):

a) aHTUBUPYCHBIE CPECTBA I paboYrX MECT IOIb30BATENEH 1 CEPBEPOB;

0) cpencrTsa 3amuUThl KHPOPMALUK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

B) CPEIICTBA MEXCETEBOTO DKPAHUPOBAHNS;

I) CpeOCcTBa KpUNTOrpapuyeckoid 3amuTel HHGOOPMAIMM, WCIONB3yEeMBIE IIpH
nepenaye 3alumaeMoi "HpopMaluy 10 OTKPHITEIM KaHasiaM cBs3u (majiee — CK3N).

Croucok ucnonssyemsrx TC3U otpaxaercs B «KypHane ydera CpEenCTB 3alIUTHI
nHopMmamumy. Criucox TC3U momkeH mOAnepKUBaThCSA B AKTYAIBHOM COCTOSIHUY, a IPH
usMeHeHun cocrasa TC3UM COOTBETCTBYIOIIME W3MEHEHMS MOJDKHBI OBITH BHECEHBI
B JKypHaJl.

Croucok ucnonszyemerx CK3W otpakaercs B «JKypHasle MO3K3EMIULIPHOIO ydera
CK3H, oskcmlyaTalMOHHOM UM TEXHMYECKOM —HOKYMEHTAMM K HUM, KIIOYEBBIX
noxymentosy. Crnucox CK3U momkeH moanep)kuBaThCs B aKTyaJbHOM COCTOSIHUM, a IIpU
usmeHennu coctaBa CK3M cooTBeTcTByrOIME M3MEHEHMsS IOJDKHBI OBITH BHECEHBI

B JKypHaJI.

3. TPEBOBAHUA K IOACUCTEMAM C3I1Ix

C3IIdu ObmecTBa BKIHOYAET B ce0s CASAYIOMUE IOICUCTEMEI:

a) yNpaBlIeHUs JOCTYIIOM, PETUCTPAIIUCH U YIETOM;

6) o0ecrieueHus LETOCTHOCTH U JOCTYITHOCTH;

B) aHTUBHPYCHOH 3alUTEHI,

I') KpUNITOrpapuecKoil 3aIUTh.

ITopcucremsr  C3II[JH UMEIOT  pasiaM4HBI  (QYHKUHMOHAT B  3aBUCHMOCTH
OT ollpezeNIeHHBIX ypoBHed 3ammiensoctu VICITJIH, onpeaeneHHbIX B aKTaxX ONpeaeaeHs
YPOBHs 3alMIIEHHOCTH IEPCOHANBHBIX AAHHBIX MpU UX 00paboTKe B MH(POPMAILMOHHBIX

CUCTEMaX MEepCOHANBHBIX JaHHBIX OOIIecTBa.

4. IIOJIB30OBATEJIA UCIIXn
ITonp3oBarenu — paboTHuKH OOIIECTBa, OCYIIECTBILIIOMIE 00pabOTKY MepCOHATBHBIX
JAHHBIX.
ITepeuens mone3oBarenei, JomymeHHBIX 10 pabotel ¢ I1J[H, ypoBeHb MX HOCTYIIA

¥ MTHOOPMHUPOBAHHOCTHU YTBEPXKAAIOTCS FEHEPATbHBIM qupekTopoM OOIecTsa.



[Tonp3oBarenu MMEOT mocTyn K obOpaborke IIJ[H, KoTOpas BKIHOYaeT B ceOs:
BO3MOKHOCTH npocMmotpa II/IH, pyunoit BBox I1JIn B cucremy UCIIIH, popMmupoBanue
CIIpaBOK M 0TYETOB N0 nHPopManuu, norydeHnon uz MCII/Ix.

[Tonp30BaTeTy HE UMEIOT IIOJIHOMOYM UL YIIPaBIEHUS MOACUCTEMaMu 00paboTKu
naHHbIX 1 C3I1H.

ITonp3oBarenu MCII/IH 061aqaroT CleIyIOIIUMU YPOBHIMY JOCTYIIa U 3HAHUM:

a) 00a1aroT BceMU HeOOXOAUMBIMU 3HAHUAMU A7 paboTs! ¢ [1/1H;

6) IMEIOT JTMYHBIN UACHTUDHUKATOP (JOTHH) U ayTeHTUPUKATOP (TIapob).

5. TPEBOBAHIS K PABOTHHUKAM I10 OBECIIEYEHHWIO 3AINUTHI I Tx

Bce pabotauku Obmectsa, spistomuecs noaszoparenssmu MCIIAH, JomKHBL YETKO
3HaTh U CTPOrO BBINONHATH YCTAHOBJICHHBIE MpaBWiIa XU O00A3aHHOCTH MO JOCTYILY
K 3alllMIIaeMBIM 00bEKTaM M COOMI0OnaTh MpUHATHIN pexuM OesoracHocTd IIJIH, a Tarxoke
OBITP O3HAKOMJIEHHBIMH C DPYKOBOJSAIIMMU NOKYMEHTaMHM IO HHPOPMAaLMOHHOU
6esonacHoctu O61IecTBa.

IIpu BCTyIUIEHUH B JOJKHOCTH HOBOI'O paOOTHMKA, OTBETCTBEHHBIN 3a OpraHU3alyIo
00pabOTKM MEpPCOHATBHBIX MAaHHBIX ¥ BBIMOJTHEHHE MEPONPHUATHA MO0 00eCIeueHHIo
0e30IIaCHOCTH IepCOHANBHBIX HNaHHBIX OOmectsa (manee — OTBETCTBEHHBIN) 3HAKOMUT
YKa3aHHOIO pabOTHUKA C HEOOXOAMMBIMM . IOKYMEHTAaMH, PpEeriaMeHTUPYIOLUMU
TpeboBanus no 3amute [1/[H, a Tarke, COBMECTHO C aAMUHUCTPATOPOM HH(DOpMALMOHHON
Oe3zomacHocTu O6mecTBa (nanee—AﬂMnHMCTpaTép 1b) obydaeT ero mnpasmiaM pabOTHI
c I1JIn B UCII/IH.

PaboTauxu OOmiecTBa MOA POCIUCH 3HAKOMSTCS C JODKHOCTHBIMU HMHCTPYKUMAMH,
OpraHu3alMOHHO-PACIIOPAOUTENBEHON TOKYMEHTAMEN, OTHOCALIENCS K CHUCTEME 3allUTHI
ITn O0mectBa, HacTosmel [ToauTUKOM, MPUHATEIMU IpoLeTypaMu paboTHI C 31€MEHTaMU
UCILIJr u C3II[H, a taxxke c Ilomoxenwem 06 0OpaboTke M 3aIlIUTE IEPCOHAIBHBIX
nanHbIx O61IecTsa.

Paborauxu OOmiecTBa, MCHONB3YIOIINME TEXHHYECKHE CpPEACTBA ayTeHTU(UKAINY,
B 0043aTEJIEHOM IOpsIIKE OOECIIeUMBAIOT COXPAHHOCTh UACHTUPHUKATOPOB (IJIEKTPOHHBIX
KII0Y9e) M He MOIMyCKAaloT HEeCaHKIMOHUpoBaHHOro mocTyma (mamee —HCJ]) x HuM,
UCKJIIOYArOT BO3MOXKHOCTb UX YTEPH U BEPOSTHOCTH UCIIOIB30BAHUS TPETHUMHU JTHLIAMU.

PaGorHuku OOmecTBa NPOUMHCTPYKTUPOBAHEI O HEOOXOJAUMOCTH CJEeIOBaTh
YCTaHOBJIEHHBIM IIpoleAypaM IoanepxkaHus pexkuma Oe3zomacHoctu I[IJ[H mpu BBIGOpE
M  WUCIONB30BaHMM Iapoiedl (eciu He HCHONB3YIOTCS TEXHUYECKHE CpelIcTBa
ayTeHTU(DUKALIUHN).

Pa6orauku OOmecTBa O3HAKOMIICHBI C IpaBWiIaMd OOeCHeYeHMs HalIexanei
3amuTel 060pynosanus MCIT/IH, ocTtaBiseMoro 6e3 mpucMoTpa, 0COOEHHO B TEX CIyYastX,

Korja B IIOMEIICHNUE UMCIOT TOCTYII IIOCTOPOHHUE JIUIIA.



Paborauku OOmecTBa Kak IOJB30BATENH O3HAKOMJIEHB C TpeOOBAaHUAMHU
no 6esonacHoctu I1JlH u npouemypamu 3amuthl obopynoBanus VICIIJIH, ocTaBIEHHOTO
0e3 IPUCMOTpa, a TAaKXKe 3HAIOT CBOU 005A3aHHOCTH IT0 00ECIICYECHUIO TaKOH 3aIIUTHI.

PaGotHuxu OOmecTBa O3HAKOMIJIEHBI C TpeOOBaHMAMU OOECII€YEHUs OTCYTCTBHSA
BO3MOXXHOCTH mpocMotpa [IJ[H TpeTpUMM JIUIaMH C MOHHUTOPOB aBTOMAaTU3MPOBAHHBIX
pabouux MecT (nanee — APM) unu tepmuHanoB npu padore ¢ IT/H.

PabGotHuku OOmecTBa O3HAKOMIICHBI C MpaBmwiaMu 3amuTtel APM ¢ momouisto
OomoxkupoBk  (komOuHamusi Ctrl+Alt+Del, nanee baoxkupoBka KomMnblOTEpa;
KoMOuHanusa kaapum Win+L) npu 3aBepmenuu pa6ots! ¢ [1/H.

PaGotuuku OO6mecTBa NpoMHGOPMHUPOBAHEL 00 yrpo3ax HapyLIEHWs peXKUMa
6e3onacHocTu I1/IH ¥ OTBETCTBEHHOCTH 32 €r0 HapyIIeHHE.

PabotHuku OOmecTBa O3HAKOMJIEHBl € JUCHUIUIMHAPHBIMH B3BICKAHUAMU IIPU
HapyleHuu TpeboBaHmii Oe3omacHocTH paboThl ¢ [I/IH B COOTBETCTBHM C AEHCTBYIOIIUAM
denepanbHBIM  3aKOHOAATENbCTBOM Poccuiickoit @enepanuu B 00NacTH  3alUUTHL
MH(GOpPMaIUU U IEPCOHATBHBIX TaHHBIX.

Koutpons mo cobmomeHuto pexuma Oe3omacHocTH o0paborku II/IH BO3OXKeEH
Ha OTBETCTBEHHOI'0 B COOTBETCTBUHM C IPHKA30M IeHEpaIbHOro aqupekropa OO61mecTsa.

Pab6otHuku  OOmecTBa, JONyUIeHHBIE K  paboraM C  TEXHUYECKUMU
U KpUITOrpahuUeCKUMHU CpPEACTBAMM 3AIIUTH MHGOpPMALUH, NPOXOAAT OOydeHHE II0
npaBwiaM paboThl, XpaHEHUS U Yy4eTa TEXHWYECKUX M KpUNTOrpadUUecKux CpelcTB
3aiuThl nHQopMmanuu. Obyuenue npoBoaut Aamusucrparop Ub.

Homyck pabotHukoB OOmecTBa K paboTe cO CpencTBaMé KpUITOrpadHUyecKoHt
3alUTHl MHQOpPMAIMK MPOUCXOAUT Ha OCHOBAHUM IIpHKa3a TIEHEPAIBHOIO IUPEKTOpa
O6uectna.

Pa6otHuku OOImiecTBa IMOA POCHMCH 3HAKOMATCS € HMHCTPYKUUAMH, IPaBUTAMHU,
PYKOBOJCTBAaMH, TPHHATHIMU MPOLEAYpaMH paboTBl € YCTAHOBICHHBIMHU CpENCTBAMU
KpUITOrpaUUecKOi 3alUThl UHGOpMAIIH.

Pa6orHuku OO6mecTBa, HCHONB3YIOMUE CPEOCTBa KpUITOrpapuUecKoil 3aIluThl
uHGOopMauuy, B 0043aTEIFHOM MOPSAIKE 00ECIEUUBAIOT UX COXPAHHOCTh U HE JOILYCKAarOT
HCJI x HUM, UCKIII0YarOT BO3MOYKHOCT UX YTEPU U BEPOATHOCTH UCIIOIB30BAHUA TPETHUMHU
JTUIAMH.

Pa6orHuku OOmecTBa 00s3aHEl 0€3 MPOMEAJEHHUS COOOINaTh TIeHEPAIbHOMY
mupekropy ObmectBa, OTBeTCTBeHHOMY, AnMuHHCTpaTopy Vb 060 Bcex ciydasx paboTsl
B UCII[IH, KOTOpBIE MOTYT IIOBJIEYS 32 cOO0M yrpo3y 6ezonacHoctu I1]1H.

Pa6otaukam O6mectsa SAIIPEINAETCA:

a) yCTaHaBIUBaTh CTOPOHHEE IPOrpaMMHOE 00€CIIeYeHNE;

0) DOJKIIOYaTh JUYHbEIE MOOWIBHEIE YCTPOHCTBA U HOCUTENHN UH(GOpMALIUY, a TakKe
3aMMChIBaTh Ha HUX 3alUINAeMyI0 HHPOPMAIHUIO;



B) pasrialiaTh 3alMIIaeMyro HHPOPMAIIHMIO, KOTOpas CTala UM U3BECTHA IIpH paboTe
B VICIIIa Ob1ecTBa, TPETHUM JIUIAM.

6. JOJDKHOCTHBIE OBA3AHHOCTH
PABOTHHKOB (IIOJIb3OBATEJIEM MCII/IH)
HomxHocTHRIe 00s3aHHOCTH  mojas3oBarenedt  MCIIJIa  OOmiecTBa  ONMUCAHBI
B CJIEAYIOIIMX OPraHU3aIIMOHHO-PACTIOPSUTEIBHBIX TOKYMEHTAX:

» DYKOBOJCTBE OTBETCTBEHHOIO 3a OpraHM3aldi0 00pabOTKU MepCOHATBHBIX
JAHHBIX M BBIIOJHEHHE MEpONpUATUN 1O obecrnedeHuro 0e30macHOCTU
IIEPCOHAIBHBIX JAHHBIX;

> PYKOBOJCTBE aIMUHUCTPaTOpa HH(HOPMAIIMOHHON 6€30I1aCHOCTH;

> PYKOBOJCTBE IT0OJB30BATENIS;

> MHCTPYKLUUM [0 OpraHM3aliyd peXuma [0CTyIa B IIOMEIICHWs, O MOpSIKe
IEHCTBUM NpU HECAHKIIMOHUPOBAHHOM IPOHMKHOBEHUM B IIOMEUICHUS U OPYTUX
HEIITATHBIX CUTYAIUAX;

» UHCTPYKUUHM II0 HCIIOJNB30BAHMIO CPEICTB  KPUIITOIpaguyUecKodl  3alIuThHl
UHpOpMaINY;

> OpaBWiIax OIEHKMA Bpeda, KOTOPBIA MOXET OBITh MpPUYUHEH CyOBeKTaM
IEPCOHANBHBIX [aHHBIX B Cllydae HapylleHus TpeGoBaHui 1o oOpaboTke
1 o0ecrneuyeHuIo 6€30IacHOCTHY IIEPCOHATBHBIX JaHHBIX;

> HOJ0XeHUH 00 00paboTKe U 3alUTe NePCOHANBHBIX TaHHBIX O01IecTBa;

> IOJDKHOCTHBIX MHCTPYKIMAX paboTHHKOB OOIIecTBa.

7. OTBETCTBEHHOCTBH PABOTHHKOB,
OBPABATBIBAIOIINUX I B UCITIx

I'enepanbHplii mupekrop OOIIecTBa Ha3HAYAET OTBETCTBEHHOIO 32 OPraHU3aLUIO
00paGOTKMA IEPCOHATBHBIX MAHHBIX M BBIIOJIHEHHE MEPOIPUATUH II0 00eCreueHUIO
0€30I1aCHOCTH MEPCOHAIBHBIX JaHHEIX.

OTBETCTBEHHBIN [TOIYYaeT yKa3aH!Us HETIOCPEACTBEHHO OT FEHEPATbHOIO TUPEKTOPa
OO6urecTBa ¥ MOJOTYETEH EMY.

OTBeTCTBEHHBIH 0053aH:

a) OCYLUECTBIATH BHYTPEHHUN KOHTPOJB 3a cobmoneHueM pabotHukamu OO1iecTBa
3akoHoAarenasCcTBa Poccuiickoit denepalid O NEPCOHANBHBIX MNAHHBIX, B TOM YHCIE
TpeOOBaHM K 3aIIUTE MEPCOHATBHBIX TaHHBIX;

6) moBoguTH 10 cBeleHUs paboTHUKOB OOmIECTBAa IOJOXKEHHUS 3aKOHOMATENIbCTBA
Poccuiickoit ®@enepaniid O IEPCOHANBHBIX MAHHBIX, JOKAJIbHBIE aKTBl IIO BOIPOCAM
00paboTKM NEepPCOHANBHBIX MAHHBIX (IPUKA3bl, PYKOBOICTBA, MHCTPYKIUH), TPeOOBAHUS

K 3alIUTE IICPCOHATTBHBIX JAaHHBIX,



B) OpPraHM30BBIBATH IpueM u 00paboTKy oOpameHuii U 3ampocoB CyOBEKTOB
IIEPCOHAIBHBIX MAaHHBIX WM HUX IpeacTaBuTesNiel M (WIM) OCYIIECTBIATH KOHTPOIb
3a IIpUEMOM B 00pabOoTKOM Takux 0OpaleHui 1 3aIpOCOB.
Pa6oTHuxu O6mecTBa 03HaKOMJIEHBI C TEM, YTO:
» MOpaJIbHBIA Bpel, TMPUYMHEHHBIA CYOBEKTY MEPCOHATBHBIX TAHHBIX BCIEICTBHE
HapyLIEHUs €ro IMpaB, HapyLIeHUs NpaBHiI 00paOOTKM NEPCOHATIBHBIX TAaHHBIX,
a TakKe TpeOOBaHMM K 3alUTE NEPCOHATBHBIX NaHHBIX, IOJIEKUT BO3MEIIEHUIO
B COOTBETCTBHH C 3aKOHOIAaTeIbcTBOM Poccuiickoit enepanuy;

> BO3MEINEHHE MOPAIBHOTO Bpela OCYIIECTBIIETCS HE3aBUCHMO OT BO3MELICHUS
UMYIIECTBEHHOIO Bpelda ¥ IIOHECEHHBIX CYOBEKTOM IIEpCOHAIBHBIX TaHHBIX
yOBITKOB;

> NuIa, BUHOBHBIC B HAPYIIEHWM HOPM, PEryIUPYIOMIUX INOIy4eHHE, 00paboTKy

U 3alIUTy NEPCOHANBHBIX [NAHHBIX, MPHUBICKAIOTCS K JIUCUUIUIMHAPHOU
U MaTepualbHOM OTBETCTBEHHOCTHM B IMOPSAAKE, YCTAHOBIEHHOM TpyZOBBIM
xoznekcoM Poccuiickoit @eneparu 1 MHEIME (peepalbHBIMU 3aKOHAMH, a TaKKe
IPUBJIEKAIOTCS K TIPaKJAHCKO-IIPABOBOM, aIMUHHCTPAaTUBHOM M yTOJIOBHOM
OTBETCTBEHHOCTH B IOPSAKE, YCTAHOBJIEHHOM (DeaepanbHBIMU 3aKOHAMHY.

Jlnis pemeHus BOIPOCOB IO PACCIENOBAHMIO HMHLUAECHTOB HH(MOPMALMOHHON
0€30IIaCHOCTH, BO3HHKIIMX Ipu oOpabotke IIJIlH u gpyroif KOHOQUIEHLIMAIEHON
UHQOpMAIINY, YHUYTOXKEHUS JOKYMEHTOB, COJEp)KAIlMX II€pCOHAJBbHbIE [aHHEIE,
B OO011ecTBe CO3MaeTCsI KOMUCCHS.

CocTaB KOMHCCUM YTBEpPKIACTCs INPHUKA30M IeHepalbHOro nupekropa OOmiecTsa.
B coctaB xomuccuy Brimodaetcs OTBeTcTBeHHBIN 1 A nmunauctparop b O6mecTsa.

OTBETCTBEHHOCTh 32 HapylICHHE HOPM, PEryIUpYIOIMX O00paboTKy U 3alluTy
NIEPCOHAIBHBIX JAHHBIX, U3JI0KEHA B:

a) Komekce 00 agMUHUCTpaTUBHBIX IIpaBOHapylieHWsXx Poccuiickoil ®enepauuu
(KoAII P®) — crareu 5.27, 5.39, 13.11-13.14, 19.4-19.7, 19.20, 20.25, 32.2;

6) YronosaoMm komekce Poccuiickoit @eneparm (YK P®) — crateum 137, 140, 155,
183,272, 273,274,292, 293;

B) TpynoBom konexce Poccuiickoit ®eneparnuu (TK P®) — crateu 81, 90, 195, 237,
391.

8. PASMEINEHUE ITEPCOHAJIBHBIX TAHHBIX
CYBBEKTOB IEPCOHAJIBHBIX JTAHHBIX
HA O®PHUITNAJIBHOM CAVITE OBIIECTBA
OO1ecTBO, B COOTBETCTBUM C 3aKOHOJATEIHCTBOM Poccuiickoit denepanuu, uMeeT
MpaBO pasMelnars Ha o¢uuuanbHoM caiite OOIecTBa, HAXOMAWMMCA IO ajpecy:
http://geu7.ru/ cnenyromme nepcoHalbHbIe JaHHBIE 0€3 MUCHMEHHOTO COriacus CyOBeKTa
IIEPCOHATBHBIX TaHHBIX:



> CBEICHUS O reHepanbHOM aupekrope OOIecTBa, ero 3aMeCTUTEILIX;
> CBEIEHUS O PYKOBOMUTENSIX CTPYKTYPHBIX MOApa3eieHui (IIpH UX HalA4dun);
> CBEIEHUSA O IEePCOHANBFHOM COCTaBe PAaOOTHHKOB (C yKa3aHHEM, C MX COIJIacusd,
YPOBHA 00pa3oBaHus, KBATU(UKAIIMY 1 OIIBITA PabOTHI);

> HHYI0 UHOOPMALUIO, KOTOpas pa3MEeLIaeTcs, OIyOIMKOBBIBAETCA IO PEIICHHIO
ObmectBa, u (W) pasMemeHue, OIyOJMKOBaHUE KOTOPOM  SABJISCTCA
00s13aTeTFHBIM B COOTBETCTBUHY C 3aKOHOIATeNbCTBOM Poccuiickoit denepauum.
Omny6nuKkoBaHue CBEACHUM O CyOBEKTE NMEpCOHATIBHBIX NAHHBIX (B TOM YMCIIE €ro
dGoTorpadum, a TaKKe BUICO3ANUCH WIU IPOU3BENEHHA H300pa3sUTENLHOIO HCKYCCTBA,
B KOTOPHIX OH M300paXEeH) IPOM3BOAUTCA TOJBKO IIOCJIE IIOJYYECHHS IHCBMEHHOrO
corjacus, 3a MWCKIIOUEHHEM WH(POpMAIKK, pasMelleHHe M OIyOIMKOBaHHE KOTOPOi
SIBJISIETCSA O0SI3aTeNBbHBIM B COOTBETCTBUM C 3aKOHONATeNsCTBOM Poccuiickoit @eneparuy,
OT cyOBeKTa MepCOHATBHBIX JAaHHBIX HIM €ro 3aKOHHOIO NPEICTaBUTENA, C yKa3aHHEM
B COIJIACMM TMepeYHs TMEPCOHATBHBIX JaHHBIX, KOTOpBIE OyJyT  OIyOIUKOBAHEI
Ha opunranbHOM caiite O61mecTBa.
OGIecTBO UMEET MPaBO pa3MeNIaTh H300pakeHHs CyOBEKTa IIEPCOHANBHBIX JaHHBIX
Ha o(uIMaTbHOM caiiTe (B TOM uucie ero ¢oTrorpaduy, a TaxKe BUICO3AIMCH HIH
IPOU3BEIECHUS H300pa3sUTEFHOTO MCKYCCTBA, B KOTOPHIX OH HM300pakeH) 0e3 cornacus
cyOBEeKTa B Cllydasx, KOraa:
> WCIOJBb30BaHME  HM300paKEHMs  OCYIIECTBIAETCI B IOCYAapCTBEHHEIX,
OOIIECTBEHHBIX WM UHBIX TyOJIUYHBIX UHTEPECAX;

> u3o0paxkeHue cyOBEeKTa MEPCOHANBHBIX JAHHBIX IIOJYYEHO IIPU CHEMKE, KOTOpas
IPOBOJWTCS B MECTaX, OTKPHITHIX IUIsI CBOOONHOrO IIOCELIEHMs, WIM Ha
MyOJUYHBEIX MEpOnpuATHIX (coOpaHMIX, che3fnaX, KOHGEpeHLHUAX, KOHIEpTaX,
IpENCTaBJIEHHAX, CIIOPTUBHBIX COPEBHOBAaHMAX U IIOJOOHBIX MEPONPUATUAX),
32 HUCKJIIOUEHHEM CIyJaeB, KOrjJa TaKoe M300paKeHHe SBISETCA OCHOBHBIM
0OBEKTOM HCIIOIB30BAHU;

» CcyOBEKT NepCOHATBHBIX JaHHBIX [T03UPOBAJ 3a ILIATY.

[TyOnukauus TNepcoOHANbHBIX [NAHHBIX CyOBEKTa IEPCOHANBHBIX JaHHBIX, I
HEOTPaHWYEHHOr0 Kpyra Jul, Ipou3BoauTcs OOILECTBOM TOJBKO IIOCIE IOIyYEHUS
y CyOBeKTa NMepCOHANBHBIX JAaHHBIX COITAachs, B KOTOPOM CyOBEKT NEPCOHAIBHBIX JaHHBIX
OJTHO3HAYHO OMNpENEN KaTerOpUu CBOUX IEPCOHATIBHBIX NAHHBIX, NpeIHA3HAYEHHBIX UL
pacnpoCTpaHeH!s HEOTPaHUYEHHOMY KPYyTY JIMLL.

3a HapyueHue TpeOOBaHUIA [0 Pa3MEIIEHUIO CBEIECHUN O CyOBEKTE MEPCOHANBHBIX
JAHHBIX B CETAX 0OwIEro gocryma OBIMIECTBO HECET OTBETCTBEHHOCTh B COOTBETCTBHM
C HOpPMaTUBHBIMU IIpaBOBBIMM akTaMu Poccuiickoii ®@enepauuu, IIe€peYrCIECHHEIMU

B pasaene 7 Hacrosmei [lonmuTuku.



